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MEMORANDUM FOR: Daputy Director (Intelligeace)

SUBJECT: Contral of Disseninatios and Use of
Intalligence and Intelligence Information

1. To elarify and standardise among the IAC sgencies the
various controls on digsemination #ﬁd use of intelligence and
intslligence information other than iaternal sgency controls sud
spocial controls on special and atomic intelligence, information
sabject to copyright, libel, slandor and cm“izmum lawe or
unclassified material published for non-governmentsl use; and
to recomunend Au appropriate means to accomplish this objective.

&. At present throughout the IAC conmunity there are
various control devices seed in restricting the dissemination and
ase of intelligence and intelligonce information. Existing control

davices include such stamps as "U. 5, OFFICIALS ONLY" (used by

Swate and CIA); *SPECIAL HANDLING REQUIRED--NOT RELEAS-
ABLE TO FOREIGN NATIONALS" (nsed by the Army, Navy, and
Air Force); "LIMITED DISTRIBUTION" {wsed by CIA); "FOR
INFORMATION ONLY"® (v used by several agencies in the fleld);

HFOR INFORMATION ONLY"” (as used by the State Department in

Washington); 1
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one for eritical security reasons and the other for sperational or
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3.  The above description of the present systen: does not
pretend to be an exhausiive explanation of existing practices but

rathor outlines the number of stamps and other mechanismns in
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existence to achisve contrel aver the dissemination and use of
intelligence snd intelligence inforn.ation. Levaral questions bave
coms to the attention of this Oifice with reapect to exisiing controls,
Some of these questions are as follows:

a. Are the two stamps, one utllised by the thres services
and the sther by Stats and Cla (PECIAL HAKDLING REQUIRED--
NOT RELEASABLE TO FORKIGK NATIONALS and U.5. OFFICIALS
ONLY), designed to accomplieh the same purpose?

b. Are pari-time employees, external ressarch personnel,
coapultants, alisns employed by the U, 5, Goveramant ar foreign
officers intagrated into G-2 comsidered U. L. offictals for the
purpese of dissemination, wader “U, 5, SFFICIALS ONLY™ or
“SPECIAL HARDLING REQUIRED--NOT RELEASABLE TO
FOREIGN NATIONALS?Y

¢. ls it necessary and desiradle to bave two "FOUR

i ATION ONLYT™ stamps, one for use in the field and
one for use in Washington, using the same words but deslgned

for entively ditferent parposes?
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e. How is contreliad information cited in finlshed

intelligence?

- Approved For Release 260ANTBI B ROPE1S00750A000100120080-8
1 | |




‘dhos 50A000100120080-8

Approved For Release 2006/01/i
PP - - 25X 1

£f.  Which isformation series require the deletion of
source references and which do not wheo used in fisdshed
intelligence ?

- When comtrolled ialor:oation is used in o finfshed
kklﬁ;mc product 1o what exisat must thai product be
similarly conirolled”

b,  How does an analyst vrecogrize information, the
very sabstance of which ahould ot be placed io fintehed
intelligence products?

25X1

4.  After examining present practices and taking advantage
of sur own experience and that of the colleciors, producers, and
disseminators, we have come up with 4 propesed DCIU te
standardise control practices in the community {”ra.&. EAR é‘:aﬂy
in the ysar we dlscussed this quesiion very informally with the
State Department and the services and were Lnpressed that we
would receive thelr full couperation in this effors. For example;
The State Departmsnt theas and recsatly advises us that it would
be most duimbh, from their poiat of view, ie have specific

gaidance in the use of our materisl., Likewise, G-2, three or

=l ,
Approved For Release 2006/01/03 :‘CIA:RDP61S00750A000100120080-8



Approved For Release 2006/0[1!03 - C,lA—.’Q%g'I'SOO750A000100120080-8
LN LA SINTY * 5 )

~— “aga”

four tirmew this vear, has stated the same desire to us. All the
sollecting and producing offices have concurred in the proposed
BCID on coutrel stamps. This sres of agresement was schicved
snly after lengthy and detailed sxaminations of the nesd for and
the sffects of controls, Durimg this process understandings have

heen reached on varicus poiats affecting cortain of the affices.

$. It is may epinien, after comaidering present practices and
the prodblems which have arissa therounder, following informal
discussions with sther agenciss and, moat importastly, in view
of the snanimity of opinion finally achieved amang all the collecting
and produciag effices, that the attached draft DCID is a desirable
solation, -
RECOMMERDATION:

6. That you sdvise the undersigned to megotiate the proposed
DCID with the other 1AC aganeies at the stalf lavel priar to formal

salbmission to the DCI for approval and the [AL for concurrence.

JAMES O, REBER
Assistant Divectoy
intelligence Coordisation
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Assistant Director, Tperations

" Assistamt Director, Current Intelligence

Assistant Directer, Research and Reporis

Assistant Director, Ccleatilic Intelligence

Assisiant ﬁhmmr; Natlonxl Estlivates

Assistant Diracios, Collection asd Uissercisation

Thiel, FIJRGM

Director of Securily

ONFIDERE
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NG. 11/2
CONTROL OF DISSEMINATION AND USE OF
INTELLIGENCE ARD INTELLIGENCE INFORMATION
Fursaant to the provisions of N3CID No. 1l and paragraphes 7, 9,
18, and 11 of MSCID No. ), and for the purpose of preventing unauthor-
ised disclosuro of {ateiligence and intelligence informnation, the
following m‘wm&; are sstablished to conirol the dissemination
and use of intejligence and intelligence information {(hereinaiter
called information):
1. Neo dlssemination or use will be made by an agency of

intelligence or information marked *5PECIAL HANDLING” obtained

from anather agency without parmission of the originating agency
sxgept a8 provided in NECID Ne. 1, paragraph 7, and this dirvective.
in controlling dissemninstion and use of intelligence and information,
the policy of "need-to-know" sat forth in N&CID Ne. 11, paragraph 3,
will be closely [ollowed.

3. The standardization of the stamps se: forth in this divective
dess noi preciude & departmmont or agency from: adding those lnternal
contrels it considers eesential to meel extraordinary internal
requirements nor does it affect the special controls over special and
stemic intelligence; information subject to coapyright, libel, slander
and communication laws; or unclassified material published for

nan-governmantal asa,
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3. Wheaever it {s deewed necessary to provids for control of

iatelligence or informatioa other thaa the contral provided by defense
~classification and by pavagraph 1 above, the warping "SPECIAL

HANDLING" and the appropriate coatrol stamp ox stamps will be
placsd upon a decument, axcept that when "OFFICIAL USE ONLI
is used oo unclassified fnformation it naed not be preceded by the
waraing "SPECIAL HANDLING." These stamps may be followed by
the definitions below, or uué along. Ziamps will be in full capitals.

4. a. "NOT RELEASABLE TO FOREIGHN MaTIONALS,*

Dissemination limited to U, S, officials. No dissemination of
this material will bo made to foreign nationals, including U. 5,
goveramaent mplayn&, utilised or integrated foreign nationals,
withost permission of the originmating agency. This stanip may
be abbrevisted 1o "NORFGRN, “ This Btamp may be modified,

25X1

b, “NO DISSEM ABRGAD.* Dissemimatios limited e the
continental United Siates sxclusive of territories and possessions
without permission of the origisating ageacy,

€. “SECURITY AGENCIES ONLY." Dissemination limited
1o all components of Jelense, Siate, AEC, FBI and CIA ubleas
permission of the originating agency is obtained.

- B

N P LR
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4 “INTELL COMPONENTS ONLY." Dissemination lmited

to intelligence components of Defense (including those offices
| producing NI slements), “tute, Cla, AEC and PBI enless
parmission of the originating agency is obtained,

. “LIMITED. Dissewination umiw to full-time sinployees
of intelligence components of Uelense (including those offices
producing NIt eloments), State, CIA, ALC, and FBI. Net te be
disseminated 19 consultants, reserve personnel on short-ters:
astive duly or extornal projects unless ihe wriitea permission of
the eriginating agency is obtained. ©

£f. =OFFICiaL UsE UNLY" This islormation rmay beo used

for wm@hﬁ purposes by U. 5, depariments sad agencise. It may
be used for official purposss by foreign guvernments which have
bean aunthorized (o receive it by the originating agency. This
information may be disclossd to non-govermmental persens and
erganisations ealy with perwission of the originating agency.

8. "CONTINUED CONTROL .* Iaformation may be used

in only that {inished intelligence which bears the same controls
as the iaformation itsell.
b, "BACKGROUND USE ONLY." Information bearing this

stamp will not be included in aay intelligence publication without
pormission of the originating agency,

£

)
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5. M an item of information bears nelther ihe stamp
JS& ONLY" sor "GONTINUED CONTROL,™
i% may be used in fislshed inteliigance mmu digests and
summariss without regard o any control stamps appsaring on
it, provided that:
a. Information in the 29%1
series, and those items in the series 251

which contain control stamps is so used as to conceal the
- source and method of collection, and that cltation, if mads,
relers only to the agency or major component thereaf (s. '8

b. Isformatien in Foreign Service communications and

Defanse Attache reporis is used in paraphrase and net quoted

directly,

6. Al comtralled information, except that which bears the
stamp "BACKGROUND USE ONLY, ® may de quoted, sntracted or
summarised in such publications ae digests and summaries withous
protecting intelligence sources and methods as required by paragraph §
previded the dissemination of such digests and summaries confor s
to the contrels on the information and the controls are reprinted with
the information. Agencies erviginating information may notify the
slficss which produce such digests and sunmaries of spscial
requirements with respect to referencing ihe information, Permission
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o inclode information in suckh digesis or summaries 10 receive &
breader distribution than allowsd by sontrels aa the infermation
will de requested of the eriginating agency.

7. single papers Sonlaining intelligence or information, such
a6 letters or memorands, of a sea~recurring sature will be centrelied
as detern:ined by the originating agency,

e
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